Quantum information technology promises new techniques for communication, such as teleportation, super-dense coding, and perfect cryptographic security. 1 Prototyping quantum communication systems is an important part of confirming these predictions and assessing possible experimental performance. However, efforts to build complete quantum communication systems are time-intensive tasks that require expertise across optical, electrical, and software engineering domains. Laboratory setups for proof-of-principle experiments are often constructed from scratch, while first-generation commercial systems are fixed designs tuned for performance with little room for modification. Methods to easily and quickly prototype new protocols are needed for exploring the large design space that defines quantum communication.
Quantum information technology promises new techniques for communication, such as teleportation, super-dense coding, and perfect cryptographic security. 1 Prototyping quantum communication systems is an important part of confirming these predictions and assessing possible experimental performance. However, efforts to build complete quantum communication systems are time-intensive tasks that require expertise across optical, electrical, and software engineering domains. Laboratory setups for proof-of-principle experiments are often constructed from scratch, while first-generation commercial systems are fixed designs tuned for performance with little room for modification. Methods to easily and quickly prototype new protocols are needed for exploring the large design space that defines quantum communication.
There are emerging methods for lowering barriers to system prototyping in the field of conventional communication. Software-defined communication (SDC) has proven especially useful for developing flexible designs for radio systems. SDC allocates tasks that usually require specialized hardware to software implementations that can be tuned through reprogramming. 2 Although the underlying physics is different, the SDC paradigm applies to building quantum communication systems as well. This is because both quantum and classical domains employ many of the same processing primitives at the information (bit) and metadata level. De/modulation and de/coding techniques are required for individual transmissions as well as the handshaking exchanges needed to negotiate complete protocols in both domains. These common needs motivate our consideration of software-defined quantum communication (SDQC).
The SDQC methodology formalizes how the different functional layers in a quantum communication system are defined and developed. An example SDQC framework is shown in , where the terminals of a transmitter-receiver (TX-RX) pair are decomposed in terms of functional domain layers. These layers define the physical hardware, the software protocol, and the mitigating middleware, with each layer providing a natural separation of functional concerns that can be independently tuned from the others. For quantum communication, this translates into a separation of the low-level preparation and detection of quantum optical states from the high-level abstraction of qubits and projection operators. 3 As an example, we have employed the SDQC methodology in the development of an entanglement distribution system. Entanglement distribution is a task common to quantum teleportation, super-dense coding, and other quantum communication protocols. It operates by distributing entangled qubits between the TX and RX, which monitor the visibility of measured correlations as a form of channel diagnostic.
The TX hardware layer consists of a transmitter that distributes each photon to a remote RX (see Figure 2) . The source, based on continuous wave pumping of spontaneous parametric down conversion, couples each photon into a single-mode fiber that together serve as the quantum channel. The RX hardware layer is built from a Michelson interferometer that uses a variable arm to scan the path length of the long arm. The RX hardware also consists of single photon counting modules that output an electrical pulse when a photon is detected. The middleware
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is represented by a field programmable gate array-based timestamping module that records photon arrival time. 4 These timestamps represent the metadata generated by the middleware layer, which then broadcasts the data to a host computer client.
The software layer is expressed by a host computer running a real-time signal processing program that collects the data broadcasts. Our program has been developed based on QITKAT, an extension to the GNU Radio signal processing library that includes processing blocks for prototyping stream-based quantum communication. 5 Blocks for parsing and exchanging timestamp data as well as computing bit-wise correlations and bit error rates are part of the library. QITKAT also interfaces with the middleware via low-level system calls to system sockets from within the block definitions. These details, however, are abstracted as primitive processing statements more relevant for system prototyping. A software developer programming against the provided interface defers the hardware control details to the middleware developer.
An example of a QITKAT program for calculating the mutual entropy between two measurement series originating from different terminals is shown in Figure 3 . The graphical interface illustrates the relative simplicity with which changes to the processing protocol can be made. At the moment, QITKAT is limited to collecting and processing measurement data, but we anticipate forward control functionality using extensions to the middleware design. The SDQC methodology separates the concern for how control is accomplished from how the programmer uses that control.
Software-defined quantum communication shifts the burden of designing new protocols from hardware to software developers. It decreases the time to prototype a communication system and increases the reuse of hardware investments. We expect the multi-layer functional decomposition will become more pronounced as quantum communication matures. As quantum services become integrated with conventional communication, it will be increasingly important to abstract away the quantum physical hardware. 3 This is likely to mimic the way conventional communication relies on a protocol stack, which can be viewed as an extension of the terminal decomposition given here. The SDQC methodology we have outlined is only the beginning of this multi-layered development. The next steps will include using SDQC to prototype communication protocols for quantum key distribution and super-dense coding as well as refining the interfaces between the various layers.
